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Extended Validation SSL

GlobalSign ExtendedSSL Certificates

New Security Standards in SSL help make SSL a Competi-
tive Advantage

The last few years have seen an unprecedented increase in fraudulent
web sites and phishing attacks. In 2005 the leading Certification
Authorities and Browser vendors came together and formed the CA/B
Forum - a membership body designed to standardise issuance proce-
dures of future SSL Certificates.

The next generation browsers are now capable of identifying the new
Extended Validation (EV) Certificates and activate the green address
bar to show your customers that your site is authentic and legitimate,
resulting in added trust and peace of mind.
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The EV Certificate activates the new green interface and the padlock area
now alternates between your company name and country as well as the
name of the Issuing Authority - namely the credible and long-time
established GlobalSign.

Why should my company use EV SSL?

« Protect your customers’accounts from phishing attacks - any website
that give their customers’accounts is a potential phishing target.

* Protect your brand from copy cat websites - ensure customers know
the site claiming to be you really is you.

- Elevate your site image - position your brand against the big brands,
thousands of which have already adopted EV SSL.

Vetting to the highest standard in the industry

The company must go through more stringent vetting which is done in
accordance with the agreed CA/B Forum guidelines.

The Extended Validation vetting process establishes the legitimacy of
an organisation within a specific jurisdiction of incorporation. It also
clearly identifies the organisation’s principle place of business through
a rigorous and stringent set of well defined validation processes. The
process encompasses authentication of the organisation’s domain
ownership rights as well as contractually binding the organisation to a
subscriber agreement which benefits relying parties and strengthens
the security of the Internet as a whole.

ExtendedSSL - The GlobalSign Difference

WebTrust compliant CA since 2002 (one of the longest serving in
the world),and a member of the Anti-Phishing Working Group, the
GlobalSign infrastructure is ready and in place to support fast
turnaround on the new standardised vetting processes necessary
to issue an EV certificate, and its products include unique features:

Unique Certificate features

+ Activate the Extended Validation support in new browsers
such as IE7, Opera, Firefox, Chrome and Safari

+ Turns the address bar green and clearly shows your
Company Name

+ 2048 bit future proof security with every SSL Certificate

» Secures both www and non-www domains at no extra cost

* Free secure site seal

* Unlimited server licenses

+ Unlimited reissues for the lifetime of the certificate

+ $1,500,000 underwritten warranty

Subject Alternative names (SAN)

+ Allows up to 100 domain or server names to be secured
using the same single Certificate

* Includes any combination of domain names, and subdo-
mains.

+ Supports Unified Communications applications
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